HTTPoderoso

Como aumentar a seguranca do seu site usando bem o protocolo HTTP



Bio
Pessoal: Rafael Reimberg Lima, 29, Paulistano, Casado.

Formacao: Analise e Desenvolvimento de Sistemas pelo IFSP / Engenharia de Software
pela PUC-SP.

Profissional: 11 anos em Tl, atualmente Engenheiro de Software no Mercado Bitcoin.

Eventos/Comunidade: Python Brasil, Python Sudeste, TDC, DockerCon, grupos/listas do
Telegram, Google e Facebook.



Agenda

Protocolo

HTTP

SSL

Extensoes de seguranca (cabecalhos)
Configuracoes (Onde? Como?)
Ferramentas para Ajudar



Protocolo
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Convencao que controla e possibilita
uma conexao, comunicacao,
transferéncia de dados entre dois
sistemas computacionais;

Acordos de comunicacao.



O HTTP

Usado para obtencao de recursos;
Protocolo de Aplicacido (camada 7);
Simples;

Extensivel;

Sem estado;

Sessao;

Nao controla a conexao.




Estrutura das Mensagens

Requisicao (Cliente) Resposta (Servidor)
e Meétodo > e Versaodo Protocolo
e Caminho e (Codigo de Status
e Versaodo Protocolo e Mensagem de Status
e Cabecalhos e Cabecalhos
e Corpo < e Corpo



Estrutura das Mensagens (Requisicao)

> GET / HTTP/1.1

> Host: wwy.thedevelopersconference.com.br
> User-Agent: curl/7.54.0

> Accept: */*



Estrutura das Mensagens (Resposta)

HTTP/1.1 200 OK

Server: nginx

Date: Sat, 20 Apr 2019 13:43:40 GMT

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

X-Powered-By: Servlet 2.4; JBoss-4.2.2.GA (build: SVNTag=JBoss_4_2_2_GA date=200710221139)/Tomcat-5.5
Set-Cookie: JSESSIONID=6A2A50D843B2D422BBC726E6C9292E@D; Path=/
X-Powered-By: JSF/1.2

Expires: Sat, 20 Apr 2019 13:43:40 GMT

Cache-Control: max-age=0
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IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd" >



Codigos de retorno
[
404
l
-

1XX - Respostas Informativas
2XX - Sucesso

3XX - Redirecionamentos
4XX - Erros do Cliente

5XX - Erros do Servidor



Autenticacao

Basic

Bearer

Digest
AWS4-HMAC-SHA256

S curl -v -u name:passwd
http://example.com/

> GET / HTTP/1.1

Host: example.com

Authorization: Basic bmFtZTpwYXNzd2Q=
User—-Agent: curl/7.54.0
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Cookies -» Sessao

servidor;

e Reenviadas a cadarequisicao;
e Sessao;
e Marcar origem como "segura".




Estrutura de um Cookie

S
ot ©
b= a
% )
o
= &

@)
D|V, D*e
X 5 =
S0 L av
w O 35 O
nh += 0O O £
O X O un @©
nw I n wwm




Ok. Mas e a seguranca?



HTTP + Criptografia = HTTPs

e ExtensaodoHTTP
e Criptografia nacomunicacao
e Portad43




Garantindo o HTTPs

1° - REDIRECTS

server
listen 80;

return 301 https://ShostSrequest uri;
}

2°-HSTS

Strict-Transport-Security: max-age=63072000




Content Security Policy - Recursos

e Desabilitar eval/inline scripts;
e Carregar via https ou de dominios/subdominios especificos;
e Regrasdistintas por tipo de recurso.

Content-Security-Policy: default-src 'none'; script-src 'self'; style-src 'self'
font-src 'https://fonts.googleapis.com';
img-src 'self' https://i.imgur.com; object-src 'none';




Context Security Policy - Frames

e Bloqueio de frames

Content-Security-Policy: frame-ancestors 'none'

e Origem especifica

Content-Security-Policy: frame-ancestors https://example.com

https://caniuse.com/#search=CSP



https://caniuse.com/#search=CSP

Retrocompatibilidade

e X-Frame-Options

X-Frame-Options: DENY

e X-XSS-Protection

X-XSS-Protection: 1; mode=block

https://caniuse.com/#search=X-Frame-Option

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection#B
rowser _compatibility



https://caniuse.com/#search=X-Frame-Option
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection#Browser_compatibility
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection#Browser_compatibility

T4, e onde € que eu devo configurar tudo isso?

CDN /WAF

Servidor de Aplicacao ﬁ
Configuracoes locais (.htaccess)
Aplicacao < />




Alem do HTTP

e Listagem de arquivos do servidor;
e Dados de querystring;
e Mimetypes
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Para ajudar

Mozilla Observatory StatCounter

StatCounter Global Stats
Browser Market Share Worldwide from Mar 2018 - Mar 2019

Observatory Home FAQ Statistics About ¥ _—
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Recommendation

‘Wondering where to start?
a%

thedevelopersconference.com.br
L TG Adding HTTPS protects your site's visitors from tracking, malware,
and injected advertising.

Host:

Scan ID #: 10644254 (unlisted)

Start Time:  April 24, 2019 11:01 PM Many services providers and certificate authorities now provide free 54 SLc
Duration: 21 seconds HTTPS and digital certificates to make this as painless as possible!
® Mozilla TLS Guidelines
* Mozilla TLS Configuration Generator
Score: 0/100 "
14%
Tests Passed: 3/11 .
3/ Once you've successfully completed your change, click Initiate Rescan
for the next piece of advice.
—_——
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ow L
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O Chrome <> Safari ~ UC Browser < Firefox <O Opera < Samsung Intemet O IE < Edge < Android — Other (dotted)



Resumo

HTTP é "inseguro por definicao";

Configurar alguns cabecalhos extras é simples;
Seguranca é um conjunto;

Ter "nota A" napartede HTTP nao é tudo;



Referéencias

https://observatory.mozilla.org/

https://infosec.mozilla.org/

https://developer.mozilla.org/

https://hstspreload.org/

http://gs.statcounter.com/

https://caniuse.com/



https://observatory.mozilla.org/
https://infosec.mozilla.org/
https://developer.mozilla.org/
https://hstspreload.org/
http://gs.statcounter.com/
https://caniuse.com/

Obrigado!
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